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Case studies

© Lloyd’s

Target TalkTalk

Source: Closing The Gap Report 2017, Lloyd’s
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Costs of an incident

© Lloyd’s Source: Closing The Gap Report 2017, Lloyd’s
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BCI Resilience Report 2017

© Lloyd’s Source: BCI Cyber Resilience Report 2017



5

E&Y proposed framework

© Lloyd’s Source: EY Cyber breach response management report, 2015
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BCM for cyber…….

© Lloyd’s

Risk Assessment – what are the 

risks / likelihood / probability?

Part of Risk Mgmt framework

What would be the impact - BIA?

Design your response –

how will you be able to 

recover, who needs to be 

involved?Implement the 

appropriate technical and 

business strategies

Exercise and test –

validate your 

approach and plans

Make sure everyone 

is aware of the threats 

and what they can do 

to help

Source: BCI Good Practice Guidelines



7

What do businesses do

© Lloyd’s Source: BCI Cyber Resilience Report 2017
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Preparation

• Include cyber as one of the risks reported through your risk management framework, including defined appetite and 

metrics

• Understand how systems interact and share data

• Assess what the impact on business would be for the different types of cyber-event

• Define how your organisation would respond – specific cyber plan or adapt crisis plans already in place?

• Identify any additional people required to assist response – e.g. legal

• Train your responders and exercise your plans

• Run staff awareness campaigns – everyone has a role to play

• Understand how your supply chain may be impacted because of cyber events

• Investigate how insurance cover may help your response

© Lloyd’s
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Response

• IT escalate the issue before it gets out of hand

• Communications/media/PR – be honest and succinct

• Use legal and compliance people as part of the response

• Use forensics and government / law agencies

• Implement pre-defined workarounds

• Address the impact of corrupted back-ups

• Lloyd’s minimum standard

© Lloyd’s
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Our digital world
Lloyd’s thought 

leadership catalogue
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